
Ayrshire Farmers Mutual Telephone Co. 

Ayr11hlr11 F~rmers Mutu11l 
Tel~phone Company 

1405 Silver Lake Ave • Ayrshire lA 50515 
800-642-2884.712-426-2800 

www.ayrshireia.com 

Annual 47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket 06-36 

Annual 64.2009(e) CPNI Certification for 2012 
Date filed: 02/08/13 
Name of company covered by this certification: Ayrshire Farmers Mutual Telephone Company 
Form 499 Filer ID: 802452 
Name of signatory: Donald D Miller 
Title of signatory: Chief Executive Officer 

I, Donald D Miller certify that I am an officer of the company named above, and acting as an 
agent of the company, that I have personal knowledge that the company has established 
operating procedures that are adequate to ensure compliance with the Commission's CPNI 
rules. See 47 C.F.R. § 64.2001 etseq. 

Attached to this certification is an accompanying statement explaining how the company's 
procedures ensure that the company Aryshire Farmers Mutual Telephone Company is in 
compliance with the requirements set fbrth in section 64.2001 et seq. of the Commission's rules. 

The company has not taken any actions (proceedings instituted or petitions filed by a company 
at either state commissions, the court system, or at the Commission against data brokers) 
against data brokers in the past year. Companies must report on any information that they have 
with respect to the processes pretexters are using to attempt to access CPN I , and what steps 
companies are taking to protect CPNI. If affirmative: [Provide explanation of any actions taken 
against data brokers] 

The company has not received any customer complaints in the past year concerning the 
unauthorized release of CPNI. 

Donald D Miller, CEO 
Ayrshire Farmers Mutual Telephone Company 
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Ayrshire Farmers Mutual Telephone Co. 

1405 Silver Lake Ave. Ayrshire IA 50515 

800-642-2884.712-426-2800 

Customer Proprietary Network Information (CPNI) 
Documentation of Operating Procedures 

www.ayrshireia.com 

For 

Ayrshire Farmers Mutual Telephone Co. 
1405 Silver Lake Ave 

Ayrshire lA 50515 

1. CPNI mles are reviewed on a regular basis with employees. Employees with access to CPNI have been 
trained on when they are, and are not, authorized to use CPNI. 

a. Required CPNI training for all employees was held on October 18 and 19t11
, 2007 at Northwest 

Telephone Cooperative Association office. Consortia Consulting presenter. 
b. Additional CPNI training on October 30, 2007 at Ayrshire Fanners Mutual Telephone Co. 

Employee Meeting. Reviewed policies and letters to be sent to customer. All employees were 
required to sign the Employee Acknowledgement of CPNI. Any employee who refused to sign 
the acknowledgement would have been inm1ediately tenninated. 

c. New employees receive CPNI training during new employee orientation and are required to sign 
the Employee Acknowledgement at that time. 

d. All employees will receive ammal CPNitraining. 

2. Company does not provide CPNI to third parties. 

3. Company has a defined disciplinaly process in place for violations alld for improper use of allY customer 
infonnation, including CPNI. 

a. Policies are included. 

4. Cunently, our compallY mal·kets a product or service to its entire customer base or it uses the "total 
service approach" which allows it to use CPNI to mal·ket offerings related to the customer's existing 
service to which the customer cunently subscribes. 

5. If, in the future, the compallY Wallts to use CPNI to market outside of the total service approach, a 
process will be developed that meets the requirements of §64.2007 alld §64.2008. 

At the salne time a process will be established for noting customer's accounts when notification is given, 
noting the approval/denial status on each customer account alld ensuring that the status of a customer's 
CPNI approval will be prominently displayed as soon as the customer's account is accessed. 

The company will also establish a supervisory review process for allY outbound marketing Calnpaigns. 
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800-642-2884.712-426-2800 

www.ayrshireia.com 

6. Ayrshire Fanners Mutual Telephone Co. sent CPNI infom1ation to all of its telephone customers 
assigning a PJN number so that each account holder could be authenticated prior to establishing a 
password. Once the account holders were authenticated, they were given the oppmiunity to set up a 
password and a backup authentication response. For those customers that did not set up a password, the 
customer service representative calls the customer back at the number of record, mails the requested 
infom1ation to the address of record, or asks the customer to come into the office with a valid photo ID. 

7. The company has established a process for promptly notifying customers whenever a change is made to 
any of the following: 
• Password 
• Customer response to a back-up means of authentication for a password 
• Address of record 
• On-line account 

The notification to the customer will be made either by a company-originated voicemail or text message 
to the telephone number of record or sent to the address (postal or electronic) of record. 

The company has a process within its billing software for tracking when a notification is required and for 
recording when and how the notification is made to the customer. 

8. The company will provide notification whenever a breach (a person, without authorization or exceeding 
authorization, has intentionally gained access to, used, or disclosed CPNI) as follows: 
• Notify the United States Secret Sei-vice (USSS) and the Federal Bureau ofhwestigation (FBI) as 

soon as practicable, but in no event later than 7 business days after detennination of the breach. The 
notification will be via the FCC link at hUp://www.fcc.gov/eb/cpni 

• Notify customers only after 7 full business days have passed since notification to the USSS and the 
FBI, unless either has requested an extension. 

• If there is an urgei1t need to notify affected customers or the public sooner to avoid ilmnediate and 
ineparable hann it will be done only after consultation with the relevant investigating agency. 

• Maintain a detailed record of the breach with all ofthe required infonnation as defined in§ 64.2011. 
• h1clude a summary of the breach in the ammal compliance ce1iificate filed with the FCC. 

9. The company retains all information related to the CPNI mles for a minimum period of two years with 
the exception of the Alumal Ce1iification which is maintained for at least five years. 

10. The company's CPNI policies include reasonable measures to discover and protect against activity that 
is indicative of pretexting and employees are instmcted to notify the General Manager if any such 
activity is suspected. 

11. The company has assigned Donald D Miller, CEO of Ayrshire Fanners Mutual Telephone Co. as the 
CPNI Compliance Officer. 
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Ayrshire Farmers Mutual Telephone Co. 
1405 Silver Lake Ave. Ayrshire lA 50515 

800-642-2884.712-426-2800 

www .ayrshireia.com 

Ayrshire Fanner's Mutual Telephone Company 
Customer Proprietary Network Infonnation (CPNI) Aclmowledgement 

On an ammal basis an officer of our company must certify that it has established procedures that 
are adequate to ensure compliance with the FCC's Customer Proprieta1y Network h1fonnation 
(CPNI) rules and that the rules have been reviewed with employees, especially those that have 
access to CPNI. 

Attached is a sunumry of the CPNI rules for your review. With regard to the rules, please note 
that our company has not obtained customer approval to use CPNI in our marketing plans 
because we market to all customers without using CPNI. 

Any questions you have regarding the rules should be refened to Customer Service Supervisor. 

Once you have reviewed the rules, please sign and date the following: 

I have reviewed and understand the CPNI rules and the company's policy for compliance with the 
rules. I also understand that inappropriate use of CPNI will result in disciplinary action by my 
employer. Please refer to the Ayrshire Telephone Employee Handbook, Policy #34-
Disciplinary System and Employee Policy #26-Confidentiality. 

Employee Printed Name:--------------------------

Employee Signature:--------------------------

DMe: ___________________________________ _ 

Attaclunent 

ATC Cablevision o Ayrshire Farmers Mutual Telephone Co. 
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Ayrshire Farmers Mutual Telephone Co. 

Employee Policy 26 

CONFIDENTIALITY 

All information about Ayrshire Farmers Mutual Telephone Company and its 
subsidiaries or affiliates, which has not been made available to the public by the 
Association, is considered to be proprietary and confidential information. Proprietary 
and confidential information includes, but is not limited to, compilations and lists of 
customer names and addresses, documents relating to pricing policies and other 
customer services, methods of operations, sales and marketing pJ;:ms, scripts, product 
Hsts, price lists, benefit plans and salary information. 

Confidential and proprietary information also includes all information relating to 
the computer system, operation of the system, security system, security functioning, 
passwords, codes, and similar information. 

Any employee releasing, appropriating, or misusing confidential and proprietary 
information, will be subject to discipline up to and including termination as well as 
potential legal action. 

I, , hereby state that I have read or 
have had the confidentiality policy read to me and that I understand its contents. 

Date 

August 26,. 1999 
Approved Date 

PHONE 712-426-2800 · FAX 712-426-2008 

Employee Signature 

1405SILVERLAKEAVE. BOX248 AYRSHIRE,IOWAS0515 



Ayrshire Farmers Mutual Telephone Co. 

Ayr11l1lre Fer(IHHII M utu~l 
T!llopll,onP Com pony 

February 8, 2013 

BY ELECTRONIC FILING 

Commission's Secretary, Marlene H. Dortch 
Office of the Secretary 
Federal Communications Commission 
445 12th Street, SW, Suite TW-A325 
Washington, DC 20554 

RE: Certification of CPNI Filing (December 31, 2012) 
EB-Docket No. 06·36 

Dear Ms. Dortch: 

1405 Silver Lake Ave. Ayrshire lA 50515 
800-642-2884.712-426-2800 

www.ayrshireia.com 

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on 
January 30, 2006, Ayrshire Farmers Mutual Telephone Company hereby files its most 
recent certification regarding its compliance with the rules of the Federal Communications 
Commission set forth in 47 C.F.R. Part 64, Subpart U. 

If you have any questions, please feel free to contact me. 

Sincerely, 

/~~~u;g 
Donald D Miller 

cc: Best Copy and Printing, Inc.- via FCC@BCPIWEB.COM 

Federal Communications Commission 
Enforcement Bureau -Telecommunications Consumer Division 
445 12th Street, SW 
Washington, DC 20554 

ATC Cablevision • Ayrshire Fanners Mutual Telephone Co. 


